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Bars and Nightclubs: 
Collecting Personal Information At a Glance

The Gaming and Liquor Act  allows l icensed premises t o col lect  
l imit ed personal informat ion f rom pat rons.  Should a l icensee use 
scanning t echnology t o col lect  a pat ron’s name,  age and phot ograph,  
t he t echnology must  be programmed t o only col lect  t his l imit ed,  
specific information. Otherwise, it is against the law to scan or 
phot ocopy t he ent ire face of  a pat ron’s driver’s l icence or ot her 
identification as a condition of allowing them to enter the licensed 
premises:  Personal  Informat ion Prot ect ion Act  (PIPA).

 A licensee may examine identification to confirm the   
 age of a patron:  Gaming and Liquor Act .

 Under t he Gaming and Liquor Act ,  a l icensee may 
 col lect  a patron’s name, photograph and age.

 A l icensee is not  required t o col lect  t his informat ion.   
 It  is discret ionary.

A l icensee can deny a person ent ry if  t hey refuse t o produce 
identification verifying their name and age, or if a person refuses to 
allow a phot ograph t o be t aken.

If  a l icensee does col lect  personal informat ion,  it  may only be 
used t o decide whet her t o let  a person int o t he premises.  Use for 
any ot her purpose would have t o be reasonable and would require 
consent  f rom t he pat ron.

A l icensee can disclose t he informat ion t hey col lect :

 1.  To ot her l icensees,  if  t he l icensee reasonably  

        bel ieves a pat ron has broken a law,

 2.    To ot her l icensees,  if  a pat ron is a t hreat  t o ot hers

 3.   To a police officer, upon request.
Other licensees may then use the information to decide whether or not to 
allow a specific person onto their premises, and for no other purpose.

A l icensee must  t el l  pat rons why t he informat ion is being col lect ed.  This 

can be done using a sign.

Once it is collected, the licensee is responsible for protecting the 
informat ion against  loss,  t hef t ,  or improper use.  Access t o t he informat ion 

should be rest rict ed t o t hose who need t o know.

A l icensee must  give a person access t o t he informat ion it  has col lect ed 

about  t hat  person.  If  someone asks,  t hey should be direct ed t o an 

employee of  t he l icensee who can assist  t hem.

For further information see Guidelines for Licensed Premises: 
Collect ing,  Using and Disclosing Personal Informat ion of  Pat rons at  

www.oipc.ab.ca or contact the Office of the Information and Privacy 
Commissioner at  403-297-2728 or 1-888-878-4044.



Guidelines for Licensed Premises: 
Collecting, Using and Disclosing Personal 
Information of Patrons

These guidel ines were prepared t o help l icensees comply wit h t he 
Personal  Informat ion Prot ect ion Act  (PIPA) and t he Gaming and 
Liquor Act  (GLA).  The guidel ines are an administ rat ive t ool int ended 
t o assist  in underst anding t he legislat ion.  The guidel ines are not  
int ended as,  nor are t hey a subst it ut e for,  legal advice.  For t he 
exact  wording and int erpret at ion of  PIPA or t he GLA,  please read 
t he legislat ion in it s ent iret y.  These guidel ines are not  binding on 
the Office of the Information and Privacy Commissioner of Alberta 
(OIPC). 
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  col lect  personal informat ion about  pat rons?
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  f rom pat rons?

 5.  Can I refuse ent ry t o someone who refuses t o give    
  me t heir name and age,  or who refuses t o let  me t ake a   
  phot ograph?

 6.  What  can I use pat ron personal informat ion for?

 7.  What  personal informat ion can I disclose? To whom can I 
  disclose it ? Do I need consent ?

 8.  Pat rons are asking why I’ m col lect ing t heir personal 
  informat ion.  Do I have t o explain?

 9.  Now I’ ve col lect ed personal informat ion f rom my pat rons,   
  what  do I have t o do t o prot ect  it ?

 10.  Pat rons are asking t o see what  personal informat ion I have  
  about  t hem, and are asking for copies of  it .  Do I have t o 
  respond t o t hese request s?

 11.   Do I have t o correct  t he personal informat ion I col lect ?
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  st ore pat ron personal informat ion?

 14.  I have more quest ions.  Who can I cal l? Where can I get  
  addit ional informat ion?



Introduction

On November 1, 2009 the Gaming and Liquor Act  (GLA) was 
amended.  The amendment s include new provisions aut horizing 
licensees to collect specific limited personal information about 
pat rons,  and,  in cert ain circumst ances,  t o disclose t his informat ion 
t o ot her l icensees and t he pol ice.

Provincial ly-regulat ed l icensees operat ing in Albert a are privat e 
sect or businesses t hat  are subj ect  t o t he Personal  Informat ion 
Prot ect ion Act  (PIPA).  PIPA is a law t hat  provides rules for how 
privat e sect or businesses col lect ,  use,  disclose,  and general ly handle 
personal informat ion.  

These guidel ines are int ended t o help l icensees underst and t heir 
obl igat ions under PIPA when t hey col lect ,  use and/ or disclose 
personal informat ion of  pat rons.  The guidel ines are set  out  as 
Frequent ly Asked Quest ions (FAQs) t o make t hem easy t o use.  They 
wil l  be updat ed regularly as we hear f rom l icensees about  t heir 
experiences complying wit h t he GLA.

1. What is personal information?

“Personal information” is defined in PIPA to mean “information 
about an identifiable individual.”  This is a very broad definition, 
and includes,  for example,  a person’s name,  along wit h any ot her 
informat ion about  t hat  person.  

The l imit ed informat ion t hat  a l icensee is aut horized t o col lect  and 
disclose under t he GLA – a pat ron’s name,  phot ograph,  and age – 
qualifies as personal information for purposes of PIPA. Information 
t hat  may not  be associat ed wit h t he name of  an individual,  but  
t hat  can be used t o ident ify someone (such as a descript ion of  an 
incident ),  is personal informat ion under PIPA.

2. What personal information can I collect about 
 patrons?

First, as before, a licensee can demand identification to determine 
whet her or not  someone is of  legal age t o be on t he premises.   While 
examining ID is a col lect ion,  it  is aut horized by t he GLA.  A l icensee is 
not  required t o record informat ion t o verify age.

The general rule under PIPA is t hat  an organizat ion can only col lect  
personal informat ion for reasonable purposes and only t o t he ext ent  
reasonable t o meet  t hose purposes.  This means an organizat ion 
cannot  col lect  more personal informat ion t han is reasonably 
required to meet specific purposes. 



Some l icensees in t he province have been col lect ing personal 
informat ion of  pat rons by scanning or somet imes “ swiping”  driver’s 
l icences.  Collect ing informat ion in t his way can result  in t he 
col lect ion of  more personal informat ion t han t he l icensee reasonably 
requires. This is because a driver’s licence includes a significant 
amount  of  personal informat ion about  t he l icence holder.  For 
example,  in addit ion t o t he driver’s l icence number,  t he f ront  of  
an Albert a driver’s l icence includes al l  of  t he fol lowing informat ion 
about  t he l icence holder:

 • Class number  
 • Driving conditions 
 • Expiry date  
 • Name   
 • Address 
 • Sex 
 • Date of birth 
 • Issue date
 • Photograph
 • Signature
The GLA now authorizes licensees to collect specific limited patron 
informat ion:  name,  age and phot ograph.  The GLA does not  aut horize 
a l icensee t o col lect  a pat ron’s dat e of  birt h.

Licensees are aut horized,  but  not  required,  t o col lect  name,  age and 
phot ograph f rom pat rons “ before al lowing a person t o ent er l icensed 
premises. ”  This is for t he purpose of  deciding whet her or not  t o 
al low a part icular person t o ent er t he est abl ishment .  

Because collection of this specific information is authorized by law 
for t his purpose,  t he purpose it self ,  and t he ext ent  of  col lect ion,  is 
reasonable under PIPA.

Licensees should remember,  however,  t hat  “ col lect ion”  could 
include merely examining a patron’s identification (e.g. a driver’s 
licence), or recording specific information about a patron, either 
in writ t en or elect ronic format .  When recording informat ion,  PIPA 
requires t hat  l icensees make a reasonable ef fort  t o ensure t he 
informat ion is accurat e.

Licensees wil l  have t o decide whet her or not  t hey wil l  col lect  any 
personal informat ion of  pat rons,  and,  if  so,  whet her t o col lect  it  by 
examining identification only, or whether the information will be 
recorded.  If  l icensees int end t o record pat ron personal informat ion 
as specified in the GLA, they will also have to decide whether they 
wil l  record it  in writ t en or elect ronic form,  or bot h. 1 
1 A l icensee’s responsibil it ies under PIPA wil l  vary depending on whet her personal informat ion of  pat rons is col lect ed or 
recorded,  and whet her or not  it  is in writ t en or elect ronic form.  More informat ion about  t hese responsibil it ies is provided in 
these Guidelines, and is also available on the OIPC website at www.oipc.ab.ca.



3. How do I decide whether or in what circumstances  
 to collect personal information about patrons?

It  is import ant  t o remember t hat  t he GLA does not  require t he 
col lect ion of  pat ron personal informat ion;  inst ead,  l icensees need 
t o decide for t hemselves whet her or not  t hey wil l  col lect  t his 
informat ion.  

The fol lowing are some quest ions l icensees should consider 
in making a decision about  whet her or not  t o col lect  personal 
informat ion of  pat rons:  

 • What business issue or problem am I trying to address by  
  collecting the information? 

For example,  have t here been repeat ed incident s of  violence or 
ot herwise unaccept able behavior? Does t he l icensee want  t o be able 
t o ident ify problem pat rons so t hat  t hey can be refused ent ry in t he 
fut ure? 

If  a l icensee has not  had any problems wit h violence or ot herwise 
unaccept able behavior,  it  does not  make sense t o col lect  personal 
informat ion f rom pat rons.

 • Will collecting personal information of patrons be effective  
  in addressing the issue or problem? 

Licensees should t hink careful ly about  exact ly how t hey wil l  use 
personal information of patrons to solve their specific business issue 
or problem. Wil l  col lect ing pat ron names,  ages,  and phot ographs 
help t o address problems of  violence or unaccept able behavior? 
How?

 • Are there less privacy-intrusive alternatives that might be  
  as effective? 

In some cases,  it  might  be as ef fect ive,  or more ef fect ive,  for 
l icensees t o consider ot her measures t o address issues of  violence or 
unaccept able behavior,  such as hiring st af f  t hat  are special ly t rained 
to handle difficult situations, or installing surveillance cameras at 
t he ent rance t o t he premises. 2  

The GLA cont emplat es col lect ion of  pat ron personal informat ion in 
t wo ways.  First ,  it  aut horizes l icensees t o general ly col lect  personal 
informat ion (name,  age and phot ograph) before al lowing a person 
t o ent er premises.  This could mean a l icensee wil l  col lect  personal 
informat ion f rom everyone who wishes t o ent er t he premises.

Second,  t he GLA also aut horizes l icensees t o col lect  a pat ron’s 
name,  age and phot ograph f rom anot her l icensee who reasonably 
bel ieves t hat  t he pat ron has engaged in cert ain unaccept able 
behavior.
2 For more informat ion on alt ernat ives t o col lect ing pat ron personal informat ion,  see t he summary report  of  t he Albert a 
Roundtable on Violence In and Around Licensed Premises: Exploring the Issues, available on the Alberta Gaming and Liquor 
Commission websit e at  www.aglc.ca/ responsiblel iquorservice/ roundt able.asp.  For more informat ion on privacy risks 
associated with video surveillance, see Guidelines for Overt Video Surveillance in the Private Sector, produced by this Office 
in conjunction with the Office of the Information and Privacy Commissioner for British Columbia and the Office of the Privacy 
Commissioner of  Canada,  and available on our websit e at  www.oipc.ab.ca



Licensees need to first decide whether or not to collect any personal 
informat ion of  pat rons,  and t hen consider whet her or not  t o col lect  
informat ion f rom every pat ron who wishes t o ent er t he premises,  
and/ or personal informat ion t hat  is provided by ot her l icensees.  

There are a number of  scenarios t hat  a l icensee might  want  t o 
consider.  Here are some possibil it ies. . .

Scenario 1:

A l icensee does not  want  t o al low ent ry t o pat rons who have 
been identified by other licensees as “problems”. To do this, the 
l icensee decides t o col lect  and ret ain a l ist  of  pat ron names,  
ages and phot ographs f rom ot her l icensees aut horized t o disclose 
t he informat ion (see FAQ #7 for disclosure of  pat ron personal 
informat ion).  When pat rons show up at  t he door seeking t o ent er 
t he premises,  t he l icensee’s st af f  members are inst ruct ed t o 
examine identification. If someone’s name, age and photograph 
mat ch t he informat ion provided by anot her l icensee,  t hen t he 
l icensee can decide whet her or not  t o al low t hat  person t o ent er t he 
est abl ishment .

In t his scenario,  t he l icensee only ret ains personal informat ion of  
patrons who have been identified as “problems” at other licensed 
premises.  No informat ion is recorded or ret ained about  individuals 
who show up at  t he door seeking t o ent er t he premises.  The l icensee 
has l imit ed t he personal informat ion it  col lect s about  it s pat rons.

Scenario 2:

Over a six month period, a licensee has experienced a number of 
incident s of  unaccept able behavior,  usual ly involving t he same 
pat rons.  As a result ,  t he l icensee col lect s t he name and phot ograph 
of  each of  t hese “ problem pat rons. ”  The l icensee’s st af f  members 
who are responsible for monit oring ent ry t o t he premises are given 
t he names and phot ographs of  t hese pat rons,  and are inst ruct ed not  
t o al low t hem t o ent er t he premises.

In t his scenario,  t he l icensee only ret ains personal informat ion of  
patrons who have been identified as “problems” based on their 
behavior in t he est abl ishment .  No informat ion is recorded or 
ret ained about  pat rons who show up at  t he door if  t hey have not  
been involved in any previous incident s.

Scenario 3:

A l icensee is concerned wit h t he number of  incident s of  
unaccept able behavior on t he premises,  and feels t his has general ly 
result ed in an unsafe at mosphere.  As a result ,  t he l icensee decides 
t o record t he name,  age and phot ograph of  everyone who ent ers 



t he premises;  t his informat ion is dest royed wit hin 24 hours if  no 
incident s occur.  However,  if  a pat ron engages in unaccept able 
behavior,  t hat  pat ron’s personal informat ion is ret ained by t he 
l icensee for six mont hs.  If  t he pat ron seeks t o ent er t he premises 
wit hin t hat  six mont h period,  t he l icensee’s st af f  members are 
inst ruct ed t o refuse t o al low ent ry.  Af t er six mont hs,  t he l icensee 
dest roys t he pat ron’s personal informat ion in a secure manner,  and 
t he pat ron is f ree t o ent er t he est abl ishment .  

The l icensee also provides t he names,  ages and phot ographs of  
“ problem”  pat rons t o ot her l icensees so t hat  t he ot her l icensees can 
decide whet her or not  t o let  t he pat ron ent er t heir est abl ishment s.  
Some of  t hese l icensees wil l  ret ain t he informat ion for six mont hs;  
ot hers for one year.   

In t his scenario,  t he l icensee col lect s and records personal 
informat ion of  al l  pat rons;  however,  most  of  t he informat ion is 
dest royed as soon as possible because t he l icensee has no business 
or legal purpose t o keep it  any longer.  The l icensee only ret ains t he 
personal informat ion of  pat rons who were act ual ly involved in an 
incident ,  and t hen only for six mont hs.  The l icensee has also given 
t his personal informat ion t o ot her l icensees,  so t hat  t hey can decide 
whether or not to allow the patron to enter their premises. Each of 
t he ot her l icensees ret ains t he informat ion for a dif ferent  period of  
t ime,  according t o t heir own legal and business purposes.  

Ult imat ely,  l icensees wil l  need t o make some decisions,  including:

 • whether or not to collect any personal information of   
  pat rons,

 • whether or not to collect information from patrons at the  
  door and/ or f rom ot her l icensees,

 • whether it will be sufficient to merely examine    
  identification, or will personal information be recorded?
 • if the information will be recorded, will it be stored in   
  writ t en or elect ronic form?

 • will the licensee disclose patron personal information to   
  ot her l icensees and,  if  so,  which ones? How wil l  t he 
  informat ion be shared (writ t en l ist s,  elect ronic t ransfer of   
  informat ion,  fax,e-mail ,  et c. )?

4.  Do I need to get consent to collect personal 
 information from patrons?

As a general rule,  PIPA requires organizat ions t o obt ain an 
individual ’s consent  t o col lect  personal informat ion.  However,  
t here are a number of  except ions t o consent  set  out  in t he Act .  
For example,  an organizat ion does not  require consent  t o col lect  
personal informat ion if  t he col lect ion is aut horized or required by law.  



The GLA is a law t hat  aut horizes a l icensee t o col lect  a pat ron’s 
name,  age and phot ograph for t he purpose of  deciding whet her or 
not  t o al low a pat ron t o ent er premises.  Therefore,  consent  is not  
required t o col lect  t his personal informat ion for t his purpose.  The 
real it y is t hat  a l icensee who request s t his informat ion f rom pat rons 
at  t he door wil l  only be able t o col lect  it  i f  t he pat ron wishes t o 
provide it  (t hat  is,  volunt arily provides t he informat ion t o t he 
l icensee).  The provisions in GLA also aut horize a l icensee t o col lect  
t he names,  ages and phot ographs of  “ problem pat rons”  f rom ot her 
l icensees,  wit hout  consent .

Remember,  however,  t hat  t he GLA l imit s t he personal informat ion 
t hat  a l icensee can col lect  wit hout  consent  t o name,  age and 
phot ograph.  Collect ing any addit ional personal informat ion wil l  
require consent ,  and t he col lect ion must  also be reasonably required 
by t he l icensee,  for a reasonable purpose.

5. Can I refuse entry to someone who refuses to give  
 me their name and age, or who refuses to let me   
 take a photograph?

PIPA prohibit s an organizat ion f rom requiring an individual t o consent  
t o t he col lect ion,  use or disclosure of  personal informat ion beyond 
what  is necessary t o provide a product  or service.

Because the GLA is a law that authorizes licensees to collect specific 
personal informat ion in order t o decide whet her or not  t o al low 
someone t o ent er premises,  l icensees can choose t o make t his a 
necessary condit ion of  ent ry.  That  is,  a l icensee can refuse t o al low 
a person t o ent er t he premises if  t hat  person refuses t o provide t heir 
name,  age and phot ograph.

A l icensee t hat  requires some,  but  not  al l ,  pat rons t o provide 
personal informat ion,  or t hat  of fers some,  but  not  al l ,  pat rons 
alt ernat ives t o providing t he informat ion,  should consider whet her 
or not  t he informat ion is real ly “ necessary. ”  

Inst ead of  insist ing on col lect ing t he informat ion f rom al l  pat rons as 
a necessary condit ion of  ent ry,  l icensees are encouraged t o consider 
what  alt ernat ives might  be made available t o pat rons who do not  
wish t o provide t his informat ion.

6. What can I use patron personal information for?

As already st at ed,  t he GLA aut horizes a l icensee t o col lect  a pat ron’s 
name,  age and phot ograph,  eit her direct ly f rom t he pat ron or f rom 
anot her l icensee,  for t he purpose of  deciding whet her or not  t o 
al low a pat ron t o ent er premises.  However,  if  a l icensee want s t o 
use a pat ron’s name,  age or phot ograph for any purpose ot her t han 
making a decision about  al lowing t he pat ron t o ent er t he premises,  



consent  for t his new purpose wil l  general ly be required.  The new 
purpose must  also be reasonable.

Licensees must  also not ify pat rons,  at  t he t ime t heir personal 
informat ion is col lect ed direct ly f rom t hem, of  al l  t he purposes for 
which t heir personal informat ion is col lect ed.  (See FAQ #8 for more 
information about notification requirements under PIPA). This means 
t hat  l icensees should careful ly consider and ident ify al l  purposes for 
which t hey want  t o col lect  and use pat ron personal informat ion,  so 
t hat  t hey can be sure t o inform pat rons.  

Licensees should also be aware t hat  t hey cannot  require individuals 
t o consent  t o t he col lect ion and use of  t heir personal informat ion for 
any purposes ot her t han t o make a decision about  al lowing a pat ron 
t o ent er t he premises.   

7. What personal information can I disclose? To whom  
 can I disclose it? Do I need consent?

PIPA provides rules for how organizat ions disclose personal 
informat ion.  Disclosure refers t o sharing personal informat ion wit h 
anot her ent it y,  such as anot her l icensee,  or t he pol ice.  

Consent  is general ly required for disclosure,  unless disclosure 
wit hout  consent  is ot herwise aut horized.  Under PIPA,  an organizat ion 
can disclose personal informat ion wit hout  consent  when anot her law 
aut horizes or requires t he disclosure.  

The GLA provides l icensees wit h aut horit y t o disclose personal 
information in two specific situations.
First ,  a l icensee who has personal knowledge,  or reasonably 
bel ieves,  t hat  a pat ron has engaged in cert ain act ivit ies during t he 
preceding year,  is aut horized t o disclose t he pat ron’s name,  age and 
phot ograph t o anot her l icensee.  These act ivit ies include t hose t hat :

 • are contrary to any municipal bylaw or any provincial or   
  federal Act  or regulat ion,

 • are detrimental to the orderly operation of the premises,
 • may be injurious to the health or safety of people in the   
  premises,  or

 • are prohibited under the licence or by the regulations.
A l icensee who col lect s a pat ron’s name,  age and phot ograph f rom 
anot her l icensee is aut horized t o use t he informat ion t o det ermine 
whet her or not  t o al low t he pat ron t o ent er t he premises.  

These provisions wil l  l ikely result  in t he creat ion of  an “ unwelcome 
pat rons”  l ist .  The act ivit ies for which a person can be denied ent ry 
could be ext remely broad:  ranging f rom criminal of fences t o bad 
behavior,  t o being rude.  It  is suggest ed t hat  for t his l ist  t o be of  any 



use,  j udgment  must  be exercised in placing people on it .   

In connect ion wit h t his,  people have t he right  t o request  t hat  errors 
or omissions in t heir personal informat ion be correct ed pursuant  t o 
sect ion 25 of  PIPA.  It  seems reasonable t o expect  t hat  a person who 
was denied ent ry because he was rude or obnoxious would be more 
l ikely t o ask for a correct ion t han someone who was denied ent ry 
for a serious act ivit y (for more informat ion on request s t o correct  
personal informat ion,  see FAQ #11).

Second,  t he GLA requires a l icensee t o disclose a pat ron’s name,  age 
and photograph to a police officer as soon as possible after receiving 
a request from the officer.
Because t he GLA aut horizes disclosure of  l imit ed informat ion t o 
another licensee, and requires disclosure to a police officer upon 
request ,  consent  is not  required for eit her of  t hese disclosures.

Nonet heless,  l icensees who int end t o disclose pat ron personal 
informat ion in t hese circumst ances should consider how t he 
disclosure wil l  be made.  Informat ion can be shared in a variet y of  
ways (by fax,  e-mail ,  t elephone,  elect ronic download,  et c. ),  and 
each met hod of  t ransmission carries wit h it  cert ain risks t o privacy.  
FAQ #9 provides more informat ion about  a l icensee’s obl igat ion t o 
safeguard personal informat ion f rom privacy and securit y risks,  
including t hose associat ed wit h t ransmit t ing,  or sharing,  personal 
informat ion.  

8. Patrons are asking why I’m collecting their personal  
 information. Do I have to explain?

PIPA requires t hat  organizat ions t el l  people,  before or at  t he t ime 
personal informat ion is col lect ed,  of  t he purposes for which t he 
informat ion is being col lect ed.  This “ not ice”  must  also include 
t he name of  someone who can answer any quest ions about  t he 
col lect ion.

Licensees should ensure t here is signage wit h t he required 
informat ion post ed where it  wil l  be clearly visible t o pat rons at  t he 
t ime t hey are asked t o provide t heir personal informat ion.  

It  wil l  also be import ant  t o make sure t hat  al l  st af f  members who 
are col lect ing name,  age and phot ograph f rom pat rons have a clear 
underst anding of  why t hey are doing so.  It  is l ikely pat rons wil l  have 
quest ions about  t he l icensee’s aut horit y t o col lect  t he informat ion,  
how t he informat ion wil l  be used,  and whet her or not  it  wil l  be 
disclosed t o ot her l icensees and for what  purposes.  They wil l  also 
l ikely want  t o know how t o have t heir personal informat ion removed 
or dest royed,  and how t o have it  changed,  part icularly if  t hey are 
identified as a “problem’ patron. 



St af f  should be prepared and able t o respond t o t hese quest ions,  
and should be able t o refer pat rons t o someone else who can provide 
even more informat ion if  necessary.  This means t hat  l icensees need 
t o make sure t hat  st af f  members receive comprehensive and regular 
privacy t raining,  bot h at  t he t ime of  hire,  and t hroughout  t heir 
employment  wit h t he l icensee.

Licensees should also develop pol icies t hat  explain t heir purposes for 
col lect ing,  using and disclosing pat ron personal informat ion.  This is a 
legal requirement  under PIPA,  and clear,  comprehensive pol icies are 
a useful t ool for making sure t hat  bot h st af f  members and pat rons 
underst and t he l icensee’s personal informat ion handling pract ices.

9. Now I’ve collected personal information from my 
 patrons, what do I have to do to protect it?

PIPA requires t hat  organizat ions make reasonable securit y 
arrangement s t o prot ect  personal informat ion f rom such risks 
as unaut horized access,  col lect ion,  use,  disclosure,  copying,  
modification, disposal or destruction. 
Reasonable securit y arrangement s wil l  include administ rat ive,  
t echnical and physical cont rols.

For l icensees,  t his means t hat  only l imit ed,  aut horized employees 
who need access t o pat ron informat ion t o do t heir j obs,  should have 
access (e.g. security staff, door staff). Employees must be trained 
t o underst and t heir obl igat ions under law t o prot ect  privacy (for 
example,  employees need t o know t hat  pat ron informat ion can 
only be used for t he purpose for which it  was col lect ed).  If  pat ron 
informat ion is col lect ed or st ored in elect ronic form,  t hen t echnical 
cont rols must  be in place t o ensure t hat  only t hose employees wit h 
a need-t o-know can access it .  Personal informat ion,  whet her in 
elect ronic or hard copy paper format  must  be st ored and dest royed 
in a secure manner.

As ment ioned elsewhere in t hese guidel ines,  l icensees should pay 
part icular at t ent ion t o t he privacy risks associat ed wit h sharing 
personal informat ion,  whet her in writ t en format  or elect ronical ly,  by 
fax or e-mail .

Establishing and implementing reasonable safeguards will vary 
depending on what  and how much personal informat ion l icensees 
col lect ,  and t he format  in which it  is ret ained and disclosed.  For 
more informat ion on an organizat ion’s general dut y under PIPA t o 
safeguard personal information, see our Office’s publication PIPA 
Advisory #8:  Implement ing Reasonable Safeguards. 3 

3 Available on the OIPC website at www.oipc.ab.ca



10. Patrons are asking to see what personal 
 information I have about them, and are asking for  
 copies of it. Do I have to respond to these requests?

PIPA gives individuals a right  t o access personal informat ion about  
themselves, subject only to limited and specific exceptions set out 
in t he Act .  Individuals can also ask about  t he purposes for which 
t heir personal informat ion has been used,  and t he names of  any 
individuals or organizat ions t o whom t heir personal informat ion has 
been disclosed.

This means t hat  if  a pat ron want s t o know what  informat ion a 
l icensee has col lect ed about  him or her,  how it  has been used,  and 
t o whom it  has been disclosed,  t he l icensee is required t o respond.  
The “ rules”  l icensees must  fol low in responding t o a request  for 
access t o personal informat ion are set  out  in PIPA.  General ly,  t he 
rules st at e: 4 

a.  Request s for access must  be made in writ ing t o t he l icensee.  

 (A l icensee can nonet heless decide t hat  it  wil l  respond t o a   
 verbal or e-mail  request  for access.  However,  a l icensee may   
 decide t o only accept  writ t en request s for access. )

b.  Licensees must  respond t o a request  for access wit hin 45 days.

c.  The l icensee’s response must  advise t he individual whet her or  
 not   he or she wil l  receive al l  or part  of  t he personal informat ion  
 request ed,  and when it  wil l  be provided.  If  access is refused,    
 t he l icensee must  t el l  t he person t he reasons for t he refusal and  
 t he provision under PIPA t hat  aut horizes t he refusal.

 The l icensee’s response must  also include t he name of  someone  
 who can answer any quest ions t he person might  have about    
 t he refusal,  and must  t el l  t he person t hat  he or she can cont act   
 the Office of the Information and Privacy Commissioner to   
 request  a review of  t he l icensee’s response.

d.  Licensees have a legal dut y t o assist  people request ing access
 t o personal informat ion,  and t o respond accurat ely and   
 complet ely.  Licensees must  creat e a record f rom informat ion   
 t hat  is in elect ronic form,  where reasonable t o do so,  and   
 must  explain any codes or abbreviat ions t hat  may have been   
 used.  Individuals can request  access t o original informat ion,  or  
 may request  a copy be made available t o t hem.

e.  Licensees may charge a reasonable fee t o provide access   
 t o personal informat ion.  Fees must  be reasonable,  and are not   
 int ended t o be a barrier t o access.  

f .  There are some circumst ances in which a l icensee can or must   
 refuse t o provide access t o pat ron personal informat ion.  These  
4 The informat ion provided in t hese Guidel ines is a summary of  some of  an organizat ion’s dut ies and obl igat ions under PIPA.  
Licensees should refer direct ly t o t he legislat ion,  however,  when responding t o a request  for access.  In addit ion,  t here are 
numerous resources available on the OIPC website, www.oipc.ab.ca, to assist licensees in responding to requests for access 
t o personal informat ion.  See PIPA Advisories #2-7.



 except ions t o access are set  out  in PIPA.  For example,  a l icensee  
 can,  or must  in some cases,  refuse t o provide access t o personal  
 informat ion:   

 i.  col lect ed for an invest igat ion or legal proceeding,

 i i .  prot ect ed by legal privilege,

 i i i .  i f  disclosure could reasonably be expect ed t o t hreat en t he  
  l i fe or securit y of  anot her person,

 iv.  if  t he informat ion would reveal personal informat ion about   
  anot her individual,

 v.  if  t he informat ion would reveal t he ident it y of  an individual  
  who has in confidence provided an opinion about another   
  individual and t he opinion-giver does not  consent  t o   
  disclosure of  his or her ident it y. 5 

An individual who is not satisfied with a licensee’s response to a 
request  for access t o personal informat ion can ask t he Informat ion 
and Privacy Commissioner t o review t he l icensee’s response.

11. Do I have to correct the personal information I 
 collect?

PIPA al lows individuals t o request  t hat  organizat ions correct  personal 
informat ion about  t hem. 

Licensees may receive request s f rom individuals who have been 
added t o a l ist  of  “ problem pat rons”  because of  t heir behavior.  
A pat ron who has been added t o such a l ist  because of  rude or 
obnoxious behavior is probably more l ikely t o request  t hat  t his 
informat ion be correct ed t han someone who is on t he l ist  for a more 
serious act ivit y.

A request  for correct ion must  be made in writ ing t o a l icensee,  
alt hough a l icensee may decide it  wil l  respond t o a verbal or 
e-mail  request  for correct ion.  The “ rules”  l icensees must  fol low in 
responding t o a request  t o correct  personal informat ion are set  out  
in PIPA.  General ly,  t he rules require t hat  a l icensee who receives a 
request  for correct ion must : 6 

a.  correct  t he informat ion as soon as reasonably possible,  and

b.  if  t he informat ion was disclosed t o ot her organizat ions (e.g.    
 other licensees), the licensee must send a notification containing  
 t he correct ed informat ion t o each of  t he ot her organizat ions.

Licensees receiving such a not ice must  t hen correct  t he personal 
informat ion as well .

If  t he l icensee decides not  t o make t he correct ion,  it  must  st i l l  
annot at e t he personal informat ion wit h t he correct ion t hat  was 
5 These are j ust  some of  t he except ions t o access t hat  are set  out  in PIPA.  For a complet e l ist  of  except ions,  l icensees should 
consult  sect ions 24(2) and 24(3) of  PIPA.   
6 The informat ion provided in t hese Guidel ines is a summary of  some of  an organizat ion’s dut ies and obl igat ions under PIPA.  
Licensees should refer direct ly t o t he legislat ion,  however,  when responding t o a request  t o correct  personal informat ion.



request ed but  not  made.  This means at t aching a not e t o a writ t en 
record explaining t he request  for correct ion,  or not ing in an 
elect ronic dat abase t hat  a request  t o correct  t he informat ion was 
made.

12. How long can I keep personal information about my  
 patrons?

PIPA aut horizes organizat ions t o ret ain personal informat ion for as 
long as is reasonable for legal or business purposes.  When t hose 
purposes are no longer relevant ,  t he informat ion should be securely 
dest royed.

Wit h respect  t o personal informat ion of  pat rons,  l icensees should 
careful ly consider how long t hey need t o keep t he informat ion.  
Remember,  t here are risks associat ed wit h ret aining personal 
informat ion longer t han it  is reasonably required.  The informat ion 
must  be securely safeguarded for as long as it  is in t he cust ody or 
cont rol of  t he l icensee,  and t hat  means locking it  up,  and prot ect ing 
it  f rom unaut horized access,  et c.  If  a pat ron want s access t o his or 
her personal informat ion t wo or t hree years af t er it  was col lect ed,  
and t he l icensee st i l l  has t he informat ion,  t hen t he l icensee is 
required t o respond t o t he request  for access according t o t he 
provisions set  out  in PIPA.  

When est abl ishing a reasonable period of  t ime t o ret ain personal 
informat ion,  l icensees should consider again t he purposes for which 
t he informat ion was col lect ed.  Ret ent ion periods wil l  vary depending 
on t he informat ion and how it  was used.  For example,  if  t he l icensee 
col lect ed t he name,  age and phot ograph of  every pat ron who 
ent ered t he premises on a part icular Sat urday night ,  
and t here were no incident s of  violence or unaccept able behavior 
t hat  night ,  t hen t he l icensee l ikely has no reasonable business 
purpose t o ret ain t he informat ion.  However,  if  t he l icensee 
maint ains a l ist  of  problem pat rons who wil l  be denied ent ry t o 
t he premises in t he fut ure,  t hen t his informat ion wil l  need t o be 
ret ained for a longer period of  t ime in order t o use it  t he next  
t ime t he pat ron t ries t o ent er t he premises.  Licensees are st rongly 
encouraged t o consider how long t hey wil l  ret ain such l ist s of  
problem pat rons.  It  wil l  not  be reasonable t o ret ain t his informat ion 
in perpet uit y.  Consider what  a reasonable ret ent ion period wil l  be,  
document  it  in a writ t en ret ent ion schedule,  and implement  t he 
schedule by dest roying personal informat ion when t he ret ent ion 
period is up.  Personal informat ion must  be dest royed in a secure 
manner (shred paper records;  permanent ly delet e elect ronic 
records).  



13.  Do I have to install an electronic system to collect  
 and store patron personal information?

No. Neit her t he GLA nor PIPA require l icensees t o purchase an 
elect ronic syst em t o col lect  and st ore pat ron personal informat ion.  If  
a l icensee decides t o record or st ore pat ron personal informat ion,  t he 
informat ion can be recorded and st ored in eit her hard copy writ t en 
format ,  or elect ronical ly.

If  a l icensee decides t o inst al l  an elect ronic syst em, t he l icensee 
must  careful ly assess t he syst em t o ensure it  is designed and 
implement ed t o be compliant  wit h bot h t he GLA and PIPA.  Among 
ot her t hings,  t he syst em should:

 • limit the personal information that is collected and stored to  
  what  is authorized under t he GLA and required by t he l icensee  
  (see FAQ #2),  

 • be designed so that the licensee will be able to respond to  
  request s for access t o personal informat ion,   

 • be secure, employing technical controls to limit access to  
  only authorized employees of  t he l icensee, including audit          
  capabil it ies,  ensuring secure t ransmission of  personal   
  informat ion,  and incorporat ing ot her safeguards as reasonably  
  required,

 • enable the destruction of personal information once   
  est abl ished ret ent ion periods are up.

In addit ion,  if  a l icensee ent ers int o a relat ionship wit h an elect ronic 
syst em provider such t hat  t he syst em provider has cust ody or cont rol 
of  t he l icensee’s pat ron personal informat ion (for example,  t he 
personal informat ion is st ored on servers t hat  are maint ained by 
t he syst em provider),  t hen,  for purposes of  PIPA,  t he l icensee is 
responsible t o ensure t hat  t he syst em provider complies wit h PIPA.  
The l icensee should discharge t his responsibil it y by ensuring t hat  
privacy and securit y provisions,  including audit  capabil it y,  are buil t  
int o a writ t en agreement  wit h t he syst em provider. 7  

7 For more informat ion about  securit y in cont ract ing,  see Model Cont ract  Language,  produced by Service Albert a,  Access and 
Privacy Branch,  and available onl ine at  ht t p: / / pipa.albert a.ca/ index.cfm?page=resources/ ModelCont ract .ht ml



14.  I have more questions. Who can I call? Where can I  
 get additional information?

Licensees are encouraged to contact the Office of the Information and 
Privacy Commissioner (OIPC) of Alberta and consult the OIPC website 
for more informat ion about  complying wit h PIPA.  

Office of the Information and Privacy 
Commissioner of Alberta

#2460 – 801 6 Avenue SW
Calgary,  Albert a T2P 3W2
(403) 297-2728 or 1-888-878-4044
Fax:  (403) 297-2711
www.oipc.ab.ca 
E-mail: generalinfo@oipc.ab.ca 


